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	Executive Summary

	


Unifying Intelligent Imaging Solutions (IIS)
IIS has three corporate offices located throughout Dallas, TX which consists of corporate offices, warehousing, and prototype manufacturing. They have constructed a new building that will merge all three of their corporate offices under one roof. IIS has seen a lot of growth over the years so merging the corporate offices all into one building will allow for efficient management of their IT infrastructure as whole. 


IIS also has a Military Defense Division located in Fairfax, VA and two international offices located in Shanghai and London. The Military Defense Division is involved in defense contracting so they require a high level of security as to protect their design work. The office in Shanghai is the manufacturing plant. London consists of sales, support, and distribution due to the fair amount of business they conduct overseas. Sales associates are spread across the three countries in their own home offices. 


IIS is looking to unify the entire corporation to allow for a common communication infrastructure for all facilities to the extent possible. They would like the design for the new telecommunication and network infrastructure to be secure, functional, extensible, and future-proof while also maintain a high level of security due to their defense contracts. 
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1.1 Project Overview

IIS has taken there three corporate offices all located within Dallas, TX and incorporated them into one new building. Those three corporate offices consist of corporate offices, warehousing, and prototype manufacturing. The new building has 150,000 square feet of space over three floors. Actual manufacturing is done in Shanghai, China. There is also a distribution warehouse in London. Finally, they have a military defense division in Fairfax, VA. With the new corporate office that is combining the three previous ones, IIS would like a design for a new telecommunication and network infrastructure to better unify the entire company and increase the efficiency of their productivity. We will need to ensure that the design is secure, functional, extensible, and future-proof in order to meet the needs of IIS. Security is top priority as their military defense division handles top-secret systems. 

1.2 Project Description

This project is our first step into the enterprise business and will pave the way into gaining more customers with similar needs. Although we have performed the same tasks on a smaller scale, this will be more challenging considering the size of the entire network and the multiple locations IIS wants to unify. 

Our main point of contact at IIS for this project will be the CIO, Dan Munger. Responsibilities within the team will be divided amongst the 5 team members in the following way:

· Project Manager/Leader – Thony Ling

· Assistant Project Manager/Assistant Leader – Wesley Cunningham

· Network Manager/Member – Joseph Reyna

· Systems Administrator/Member – Jacob Aguinaga

· Telecom/Member – Langson Chali

1.3 Alternatives Considered

The alternatives considered were MPLS IP-VPN and T3 Point-to-Point. Both alternatives have a very high cost in implementation. With T3, there is a potential for wasted bandwidth.  
1.4 Recommended Solution

The VPLS solution has been chosen for this project. Although it is quite similar to MPLS, there is a much greater difference in reduced cost of operation and ease of functionality. VPLS also does not share layer 3 routing tables with any of the IPS’s which poses a higher security risk. 
1.5 Risks
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2.1 Project Background and Opportunity

IIS Currently has three buildings in Dallas, TX, as well as offices in Virginia, London and Shanghai. The purpose of this project is to not only consolidate the three offices in Dallas to a single corporate office, as well link all the other offices into a single unified WAN. The new WAN is to be configured from the ground up to increase efficiency as well as security.

2.2 Business Needs

There are currently four business needs that are involved here. First is the need for a unified mail system, Microsoft cloud is being suggested, as well as a unified VoIP system. Next remote access for remote users that will allow safe and secure connections for remote users to work securely. As well, there should be separate VLANs for each department to assure departments only have access to their departmental needs. Finally access to faster technology on the side of applications possibly cloud services as well for better productivity.

2.3 Project Objectives

The goal of this project is to consolidate the three Dallas offices into a single headquarters. This will include a unified network and telecommunications infrastructure. As much equipment will be recycled from the old location to the new location as possible to keep down costs. The new WAN infrastructure will need to be implemented to connect all the offices securely with high availability. Finally the securing of the portion of the network to the Fairfax facility.

2.4 Organizational Benefits

The New infrastructure for the new IIS building will allow for a more functional, secure, cost effective and future proof Network and Telecommunications systems. This is to allow for better productivity and thus a better return on investment for the project. 

Tangible Benefits:

· Increased Productivity

· Increased Network availability

· Better availability for remote users

· Less cost for licensing

· Better organization between departments

· SOPs in place for less downtime when issues do occur

Examples of intangible benefits:

· Better efficiency for every department

· Less downtime

· Faster connections between sites

· Better availability of remote users

· More secure

· Enhanced ability for the customer to meet their business goals

· Faster adoption of technology

· Improved quality of information and decision-support capabilities

· Improved staff morale and reductions in staff stress and turnover

· Regulatory compliance

· Improved communications

· Elimination of duplicate IT applications used to support the business

· Reduced errors, reduced or eliminated duplication, and less needless work

2.5 Project Scope

The project will be to integrate a new network and telecommunications infrastructure for the Dallas office. With the consolidation of the three offices into a single office. As well as unifying the WAN between all remote offices.

· Component/Task

· Function:  As the new building will be getting a new network nothing in the old building will be affected till the transition is ready. The WAN and LAN will be fully functional and in place when the buildings will be consolidated. Until the move is done the old WAN will be kept in place, once move completed the old WAN and LAN can be taken down and parts used as redundancies.

· Technology: Setup and deploy new WAN infrastructure

· Integrate new LAN including VoIP system, conference rooms and user locations
· Setup and configure new remote access and Email infrastructure
· Address all potential issues during integration
· Train users on new systems
· Timeframe:  Start: March 1st 2017

· Project team:  End May 31st 2017

· Project Manager/Leader – Thony Ling
· Assistant Project Manager/Assistant Leader – Wesley Cunningham

· Network Manager/Member – Joseph Reyna

· Systems Administrator/Member – Jacob Aguinaga

· Telecom/Member – Langson Chali

2.6 Out of Scope

All Aspects not directly related to the project will not be within the scope of the project and thus will not be part of or in consideration of the project. Unforeseen issues will be communicated and considered on a case by case basis.
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3.1 MPLS IP-VPN
3.1.1 Description – MPLS IP-VPN
The first alternative to take into consideration for the WAN infrastructure is to utilize MPLS IP-VPN. This will ensure the security of the connection, connect remote employees, and will be able to maximize bandwidth. This type of WAN offers an affordable, secure connection for all four locations.  This is a level three MPLS IP-VPN, designed to deliver a secure, private, any-to-any service over a dedicated MPLS network. It will deliver increased productivity, scalability, and a standardized connection across the entire network.  This type of networking backbone is on a private IP-based connection. It will create a full mesh network for all of the locations. Deploying the MPLS IP-VPN network into an enterprise network such as IIS will improve the total cost of ownership when moving forward for future projects.
3.1.2 Cost and Benefits – MPLS IP-VPN
3.1.2.1 Costs

The solution will involve the implementation of the MPLS IP-VPN WAN and will start with the installation of the new Label Edge Routers (LER) in the remote branch locations alongside of the current IP network. All new LERs (Label Edge Routers) will be connected to the PE (Providers Edge) routers and initial VPN connectivity will be established. For the WAN, IP addresses and configuration will be provided by the service provider.

· Cisco ASR 1001-X

QTY:1
$12,127.60

· Cisco MDS 9148S

QTY:1
$2,384.02

· Cisco 4506-E Chassis
QTY:1
$3,564.06

· Cisco 4500E 48 port module
QTY:1
$6,416.91

· Cisco UCS B260-M4

QTY:1
$15,830.95
· Aerohive AP550

QTY:1
$1,512.20

· Cisco 7962G

QTY:1
$299.24

· Cisco 8831


QTY:1
$1,295.74

· Cisco 8821


QTY:1
$645.37

Dallas
	QTY
	Description
	Cost per Item
	Total

	2
	Cisco ASR 1001-X
	$12,127.60
	$24,255.20

	2
	Cisco MDS 9148S
	$2,384.02
	$4,768.04

	5
	Cisco 4506-E Chassis
	$3,564.06
	$17,820.30

	20
	Cisco 4500E 48 port module
	$6,416.91
	$128,338.20

	2
	Cisco UCS B260-M4

	$15,830.95
	$31,661.90

	15
	Aerohive AP550
	$1,512.20
	$22,683

	275
	Cisco 7962G
	$299.24
	$82,291

	15
	Cisco 8831
	$1,295.74
	$19,436.10

	10
	Cisco 8821

	$645.37
	$6453.70

	
	
	
	$337,707.44


Shanghai
	QTY
	Description
	Cost per Item
	Total

	2
	Cisco ASR 1001-X
	$12,127.60
	$24,255.20

	2
	Cisco MDS 9148S
	$2,384.02
	$4,768.04

	4
	Cisco 4506-E Chassis
	$3,564.06
	$14,256.24

	18
	Cisco 4500E 48 port module
	$6,416.91
	$115,504.38

	2
	Cisco UCS B260-M4

	$15,830.95
	$31,661.90

	8
	Aerohive AP550
	$1,512.20
	$12,097.6

	215
	Cisco 7962G
	$299.24
	$64,336.6

	15
	Cisco 8821

	$645.37
	$9,680.55

	
	
	
	$276,560.51


Virginia

	QTY
	Description
	Cost per Item
	Total

	1
	Cisco ASR 1001-X
	$12,127.60
	$12,127.60

	1
	Cisco MDS 9148S
	$2,384.02
	$2,384.02

	2
	Cisco 4506-E Chassis
	$3,564.06
	$7,128.12

	6
	Cisco 4500E 48 port module
	$6,416.91
	$38,501.46

	1
	Cisco UCS B260-M4

	$15,830.95
	$15,830.95

	5
	Aerohive AP550
	$1,512.20
	$7,561

	80
	Cisco 7962G
	$299.24
	$23,939.20

	
	
	
	$107,472.35


United Kingdom

	QTY
	Description
	Cost per Item
	Total

	1
	Cisco ASR 1001-X
	$12,127.60
	$12,127.60

	1
	Cisco MDS 9148S
	$2,384.02
	$2,384.02

	2
	Cisco 4506-E Chassis
	$3,564.06
	$7,128.12

	4
	Cisco 4500E 48 port module
	$6,416.91
	$25,667.64

	1
	Cisco UCS B260-M4

	$15,830.95
	$15,830.95

	5
	Aerohive AP550
	$1,512.20
	$7,561

	80
	Cisco 7962G
	$299.24
	$23,939.20

	3
	Cisco 8821

	$645.37
	$1,936.11

	
	
	
	$96,574.64


3.1.2.2 Benefits

The benefits of using the same series and models of equipment make it more unified across the board. This benefits the IT department since its all uniformed whether you go to Virginia or Shanghai. The benefit of implementing MPLS IP-VPN across the multiple sites it would keep the data secure through the sites.  
3.2 VPLS
3.2.1 Description – VPLS

A VPLS (virtual private LAN service) is a private network that enables communication between multiple locations. Multiple LAN’s can be connected over the internet, so that they appear to the users as a single Ethernet LAN. MPLS will be needed to replicate a VPN at each IIS location. This will provide the QoS benefits of MPLS with the cost benefits of Ethernet. To better explain this, the service provider will use a switch simulation (VSI or virtual switching instance) that will connect all the WAN’s into one bridged WAN. This will enable all locations to have the perception of being in the same location and sharing the same network. VPLS shares many similarities with MPLS, but the main difference is that all of its services operate at the layer 2.
3.2.2 Cost and Benefits – Alternative 2

3.2.2.1 Costs

              In order to implement a VPLS there will need to be three primary components included:

· Customer Edge devices (router or switch) (Cisco ASR 1001-X router)

· Provider Edge devices: enables VPN capabilities and will be at each location. VPLS will begin and end with the PE device. All the PE’s will be linked together. Recommended PE device for each location is the Cisco ASR 9000 Enterprise L2VPN (Cisco ASR 9010)
· MPLS core (interconnects the PE’s)

· Speeds can be varied from 1Mbps to 10Gbps

Visual of VPLS Network for IIS:

[image: image1.png]



For this to take place, each location will have its own link to an ASR 9000 series router which will be provided by the service provider. These routers will be designated as the provider edge device for each location. These devices will communicate via a full mesh network topology thru the use of pseudo wire connections (T3 emulation recommended) among all the locations. This will ensure network reliability and redundancy. Each location will have an ASR 1001x Cisco router designated as the branch location’s customer edge device. The cost for the ASR 1001x will average at $6,310.00 per unit. This router selection provides a bandwidth range of 2.5 Gbps that is scalable up to 20 Gbps and is VPLS deployable. This solution would also have Netmotion mobility VPN software that would be used on an as needed basis for employees working remotely for all locations.

The breakdown for each location is as follows:

Dallas

· Pseudowire connection (virtual circuit) emulating two T3’s priced at $3,000/month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 6 Cisco 6503 E switch’s priced $1680 per unit
· 12 Aruba 205 AP’s priced at $285 per unit
· 200 Cisco 7861 IP phones priced at $180 per unit
· 15 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license

Fairfax

· Pseudowire connection emulating one T3 priced at $1500/month
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 80 Cisco 7861 IP phones priced at $180 per unit
· 4 Aruba 205 AP’s priced at $285 per unit
· NetMotion mobility VPN license is priced at $214 per license
Shanghai

· Pseudowire connection(virtual circuit) emulating two T3’s priced at $3,000/month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 5 Cisco 6503 E switch’s priced $1680 per unit
· 8 Aruba 205 AP’s priced at $285 per unit
· 90 Cisco 7861 IP phones priced at $180 per unit
· 25 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
London

· Pseudowire connection emulating one T3 priced at $1500/month
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 8 Aruba 205 AP’s priced at $285 per unit
· 70 Cisco 7861 IP phones priced at $180 per unit
· 6 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
 
The VPLS solution with the recommended equipment will cost each location:

Dallas: $177,558 + $214 per Netmotion license

Fairfax: $87,183 + $214 per Netmotion license

Shanghai: $158,788 + $214 per Netmotion license

London: $88,833 + $214 per Netmotion license

The overall equipment cost for VPLS service, companywide will be $512,362 plus Netmotion license fees.
3.2.2.2 Benefits

VPLS will provide the same level of benefits as MPLS in regards to reliability and capabilities, but what makes it stand out is its ease of use, operation, and implementation. In other words, it provides a highly user friendly network environment. All users will perceive it as a single LAN amongst all business locations, which will make network monitoring/management a very simple task. This network environment is suited specifically for small to mid-size enterprises with multiple locations involved, and the detailed selection of bandwidth which provides a pay for exactly what you need service (bandwidth on demand).

3.3 T3 Point-to-Point
3.3.1 Description – T3 Point-to-Point description
This will be a very basic WAN environment, but effective. Due to bandwidth requirements and scalability needs, it will be required for each location to have a total of three T3 connections established for a link to each separate location. Each connection will accommodate up to approximately 45 Mbps which will be more than enough bandwidth needed. Each connection will be priced at $1,500 per month. 

3.3.2 Cost and Benefits – Alternative 3

3.3.2.1 Costs

                                      In order to implement this alternative each location will have three T3 connections linked to each location. The service provider will provide the connections to establish the WAN for the Dallas, Virginia, China, and UK locations. The remote locations will use Netmotion mobility VPN priced at $214 per license. The breakdown for each location is as follows:

Dallas

· Three T3 connections priced at $1,500 per connection per month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 6 Cisco 6503 E switch’s priced $1680 per unit
· 12 Aruba 205 AP’s priced at $285 per unit
· 200 Cisco 7861 IP phones priced at $180 per unit
· 15 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license

Fairfax

· Three T3 connections priced at $1,500 per connection per month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 80 Cisco 7861 IP phones priced at $180 per unit
· 4 Aruba 205 AP’s priced at $285 per unit
· NetMotion mobility VPN license is priced at $214 per license
Shanghai

· Three T3 connections priced at $1,500 per connection per month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 5 Cisco 6503 E switch’s priced $1680 per unit
· 8 Aruba 205 AP’s priced at $285 per unit
· 90 Cisco 7861 IP phones priced at $180 per unit
· 25 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
London

· Three T3 connections priced at $1,500 per connection per month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 8 Aruba 205 AP’s priced at $285 per unit
· 70 Cisco 7861 IP phones priced at $180 per unit
· 6 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
The T3 point-to-point solution will cost each location

Dallas: $231,558 + $214 per Netmotion license

Fairfax: $195,183 + $214 per Netmotion license

Shanghai: $212,788 + $214 per Netmotion license

London: $196,833 + $214 per Netmotion license
The overall equipment cost for the T3 point-to-point service, companywide will be $836,362 plus Netmotion license fees.
3.3.2.2 Benefits

This is a proven tried and true approach for a WAN environment. This network will provide reliability, scalability, speed, and above all, it’s effective. There will be more than enough bandwidth provided, and there will be extra if needed for continued growth in the business. The network’s operation will be consistent and secure, especially with the private T3 line option for each connection.

3.4 Comparison

MPLS IP-VPN

· Secure connections

· Allows remote user connectivity

· Bandwidth Efficient

· Any-to-Any service

· Private IP based connections

· Slightly less cost effective than VPLS

                     VPLS
· Multiple locations will be perceived as one LAN amongst users
· Qos benefits of MPLS, cost benefits of Ethernet
· Full Mesh Network
· Secure
· Any-to-Any service
· Pay for the exact amount of bandwidth needed
· Potential for a much lower cost than advertised based on bandwidth requirements
· Best cost effective solution
· Limited scalability compared to MPLS, but ideal for IIS
· Scalability issue can be corrected when combined with MPLS
T3 Point-to-Point
· Proven reliability
· Each connection will provide up to 45 Mbps of bandwidth
· Secure
· No bells and whistles with service (Very Basic)
· Not cost effective compared to other two alternatives
· Extra bandwidth for business growth
· Potential for wasted bandwidth
3.5 Recommended Alternative

              VPLS has been the recommended solution between the three respective solutions. VPLS will provide the much needed service for IIS’s network infrastructure. It is very on par with MPLS, but with a reduced cost of operation and ease of functionality. The security that VPLS provides is also a consideration. It does not share Layer 3 routing tables with any of the ISP’s which can be viewed as an increase in security, and combined with MPLS will provide extensive scalability features. The breakdown of complete costs is as follows:

Dallas

· Pseudowire connection (virtual circuit) emulating two T3’s priced at $3,000/month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 6 Cisco 6503 E switch’s priced $1680 per unit
· 12 Aruba 205 AP’s priced at $285 per unit
· 200 Cisco 7861 IP phones priced at $180 per unit
· 15 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license

Fairfax

· Pseudowire connection emulating one T3 priced at $1500/month
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 80 Cisco 7861 IP phones priced at $180 per unit
· 4 Aruba 205 AP’s priced at $285 per unit
· NetMotion mobility VPN license is priced at $214 per license
Shanghai

· Pseudowire connection(virtual circuit) emulating two T3’s priced at $3,000/month 
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 5 Cisco 6503 E switch’s priced $1680 per unit
· 8 Aruba 205 AP’s priced at $285 per unit
· 90 Cisco 7861 IP phones priced at $180 per unit
· 25 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
London

· Pseudowire connection emulating one T3 priced at $1500/month
· 1 Cisco ASR 1001x router priced at $6,310 w/manufacturer warranty
· 1 IBM Power System S812L server priced at $7,973
· 2 Cisco 6503 E switch’s priced at $1680
· 8 Aruba 205 AP’s priced at $285 per unit
· 70 Cisco 7861 IP phones priced at $180 per unit
· 6 Cisco 8821 wireless phones for warehouse location priced at $385 per unit.

· NetMotion mobility VPN license is priced at $214 per license
· Installation labor………………………..$ 150,000.00
· Configuration labor……………………….$ 14,000.00

· Training labor………………………..…..$ 20,000.00
· Estimated travel expense…………………$ 40,000.00
The overall cost for VPLS service, companywide will be $736,362 plus Netmotion license fees, which will be purchased as needed and retained up to a year.
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4.1 Risks for Project and Each Alternative

(EAP-TLS) is the most secure method of protecting organizations passwords among employees. These methods, with use of electronic cards increase the vulnerabilities of data. This is when these cards are used outside the premises result to exposure, thus, creating loop hole for vulnerabilities.
Users can access data from any network. The virtual networks are installed with controllers that enable the identification location. It also has adapters for protocol and address translation. These authentications are deceptive sometimes. Hackers may get into a user’s details and access data in the organization.
The GFI and oracle should encrypt the data to be transmitted. These are important in that, it could reduce the case of fraud. In the case, outsiders obtaining the decryption key may hinder communication or otherwise depending on their intention.

Certificate-based digital identifications may lead to exposure. Virtual private networks uses the TVDs in the identification process in that, the password should match with the TVDs. These are not secure in that, identities of the parties involved might be interfered.

I. Physical access to the servers and workstations.

II. Accessing of the wireless networks

III. Spy wares monitoring

IV. Loop holes on BYOD.

Biometric authentication is a secure method of security. Most gadgets equipped with the biometric option. This authentication plan would consist of a PIN code and specific part of the body with unique identities depending on the gadgets used. 

The PIN will be first for primary identification followed by biometric these will save resources while maximizing security. The biometric scanner will enable an instant communication between the client and authentication key storage access in the time of accessing data. In the process less time is allowed hence keeping it hard for hackers (Korhonen, & Soininen)

Mobile communication time-out should be reduced. These will give the parties involved a minimum time or no time at all to access data from both users and organization. This will be established when the GFI employs a high data processing application for users for faster operations.

The wireless networks should be set to base the write and ready only perspective. These will minimize traffic congestions and chances of virus’s infections from those who access the network on daily basis.

Access to wireless should have a central router basing on the type of users functionality. Workers are allowed to access the firms wireless with less restriction as compared to the daily user who gets to the premises. 

These public routers should have more security measures in the way that they will be able to filter all forms of data from encrypted file to observing any necessary auto executable code. In case of any, alert is made and possible counter measures applied (Korhonen, & Soininen).
              Authentication levels should be established within different level. Those with higher rank have access to crucial information and vice versa, these will be through developing different pass keys on different levels.

Virtual Local Area Network is supposed to be installed with refreshing decryption keys. This is beneficial in that when the previous key is intercepted, the future data transfer will have a different key and secure.

Servers should be disconnected when it comes to idle state. This eliminates possible pathways that could be used in the bleaching process. In motion, disconnecting one side of communication enabling the other will facilitate security strengthening through single communication. The least time should be allowed for the ongoing transfers for security.
4.2 Design and authentication technology and network security for the company
The most important fact is that a recent breakthrough in IPSec VPN technology has made it possible to encrypt any network topology (from simple point-to-point to full mesh and cloud) without using tunnels.

(http://cdn.ttgtmedia.com/rms/security/June2003cover-fig5.gif)
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This means you can now secure any network quickly and easily without impacting performance, visibility, or reliability. (http://certesnetworks.com/wp-content/uploads/2014/04/Banking-and-Financial-Services.pdf) 

With Trust Net Manager allows quickly and easily comply with PCI and other data protection requirements for data in motion without adding complexity or downgrading network or application performance.
4.3 Securing the data center and Data Recovery Plan

GFI maintain their own data centers and outsource back up and DR to third party providers or connect over provider networks. It will be essential for this data to be synchronously (or regularly) backed up to secondary data centers and disaster recovery sites with high throughputs. 

If this data contains financial data, PCI and many other government • based regulations require that this data be encrypted in motion. 

Remote Access and Wireless

Although the real money in our hypothetical network security project was earmarked for re-engineering the HQ network, we wanted to see whether respondents could scale from the SOHO environment all the way up. Another important point was weak physical access security in branch offices. (http://searchsecurity.techtarget.com/feature/Designing-a-defense-in-depth-network-security-model)

Remote access

Net Screen, 3Com and Cisco all offered SOHO solutions. F5, because it only protects servers, didn't look at the branch offices. HP, which has no small office hardware that is enterprise-compatible, didn't address branch office security.

3Com offered a pragmatic solution. It proposed using a local authentication model where usernames and passwords are stored on the network hardware, eliminating the need to somehow propagate RADIUS information down to that level. It was an elegant and efficient solution, despite the management overhead of programming management information into local wireless access points and switches. (http://searchsecurity.techtarget.com/feature/Designing-a-defense-in-depth-network-security-model)

Net Screen offered either its NetScreen-5 family of firewall/VPN appliances or, in the case of very small branches, a software VPN. Net Screen’s engineers really captured the essence of the physical security problem with the software-based VPN solution, suggesting that we simply treat the branch offices as completely untrusted sites.

4.4 Authentication and security enforcement

Each vendor had to say where it was putting firewall services. Although we asked for solutions down to the port level, no one could do that with current technology. Each vendor moved the firewall function into the network, some in more than one place. Some also broke out the two traditional functions of a firewall--user authentication and security enforcement--into different places. 

We looked at how each vendor proposed to authenticate the users, and then where security enforcement would occur, since both are key to implementing the firewall function. For authentication, we identified the authentication point and method. For enforcement, we looked at both enforcement point and strength (i.e., stateful firewall vs. simple packet filter).

Management

Knowing how difficult it is to manage even four or five firewalls, we wanted to see how each vendor proposed management of a "firewall" that has, effectively, more than 3,000 ports. We hoped to see integrated tools, from the device level up to the policy level.

Branch office/wireless access

Does the vendor solution scale down as well as up, or would we be stuck with a solution that only worked at the enormous headquarters building? We were looking for integrated security solutions--not islands of security with no centralized control.

We also asked each vendor to provide cost information on his or her proposal, after giving him or her $1 million budget to play with. Predictably, few paid attention to that part of the RFP. Because we got such different solutions, cost became difficult to measure. For example, F5's proposal came in at less than $150,000.

Net Screen came in at less than $500,000-but it largely relied on existing infrastructure. HP, which proposed replacing everything with a new switch fabric, quoted $1.7 million. Cisco and 3Com didn't even try to figure out how many pieces we'd need, or the cost.

REFERENCES
http://connexus.net.au/business-networks-hosting/business-vpn
https://www.xo.com/products-solutions/network-services/wide-area-networking
https://www.xo.com/products-solutions/network-services/wide-area-networking/MPLS-IP-VPN#_
https://www.xo.com/sites/default/files/2016-09/mpls_ip_vpn.pdf
http://www.cisco.com/c/en/us/products/routers/asr-1001-x-router/index.html#
https://www.cdwg.com/shop/products/Cisco-ASR-1001-X-router-rack-mountable/3837099.aspx?RecommendedForEDC=00000001&RecoType=RS&cm_sp=Search-_-Session&ProgramIdentifier=3
http://www.cisco.com/c/en/us/products/storage-networking/mds-9148s-16g-multilayer-fabric-switch/index.html#
https://www.cdwg.com/shop/products/Cisco-MDS-9148S-switch-48-ports-managed-rack-mountable/3525828.aspx?pfm=srh
http://www.cisco.com/c/en/us/products/switches/catalyst-4500-series-switches/models-comparison.html#~chassis
http://www.aerohive.com/products/access-points/ap550.html
https://www.cdwg.com/shop/products/AEROHIVE-AP550-FCC-W-3YR-SUP-3-HM-AP/4093979.aspx
https://www.cdwg.com/shop/products/Cisco-IP-Phone-8821-cordless-extension-handset-Bluetooth-interface/4172546.aspx?pfm=srh
https://www.cdwg.com/shop/products/Cisco-Unified-IP-Conference-Phone-8831-conference-VoIP-phone/2985373.aspx?pfm=srh
https://www.cdwg.com/shop/products/Cisco-Unified-IP-Phone-7962G-VoIP-phone/1811779.aspx?pfm=srh
http://www.neobits.com/cisco_ucs_sr_b260m4_e_cisco_b260_m4_blade_server_2_p8377151.html?atc=gbp&gclid=CjwKEAiA6rrBBRDsrLGM4uTPkWASJADnWZQ4WMfqYCV8YDYw-9NWjkrdDNKvUbvUnQAPIhfDLG_sEBoCGKjw_wcB
https://www.cdwg.com/shop/products/Cisco-Catalyst-4506-E-switch-rack-mountable/2519958.aspx?RecommendedForEDC=2505612&RecoType=RP&cm_sp=Product-_-Session&ProgramIdentifier=3
https://www.cdwg.com/shop/products/Cisco-Catalyst-4500E-Series-48-Port-Gigabit-Ethernet-Switch/2505612.aspx


business case template Version 2.0

2
2

